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Figure 1: We propose a new permissions access control that accounts for the prolonged use of everyday AR headsets. Our
prompt provides users variable control over the fidelity of data they provide to an application while showing a representation
of the application user experience at the current data fidelity level. The current application is Subtitle: an app that provides
situational awareness to AR users about the people in their surroundings. Images 1 to 5 show mockups we evaluated in AR;
each image shows the different levels of data access that can be provided, along with how the application adapts to more data.

ABSTRACT

Everyday Augmented Reality (AR) headsets pose significant pri-
vacy risks, potentially allowing prolonged sensitive data collection
of both users and bystanders (e.g. members of the public). While
users control data access through permissions, current AR systems
inherit smartphone permission prompts, which may be less appro-
priate for all-day AR. This constrains informed choices and risks
over-privileged access to sensors. We propose (N=20) a novel AR
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permission control system that allows better-informed privacy de-
cisions and evaluate it using five mock application contexts. Our
system’s novelty lies in enabling users to experience the varying
impacts of permission levels on not only a) privacy, but also b) ap-
plication functionality. This empowers users to better understand
what data an application depends on and how its functionalities are
impacted by limiting said data. Participants found that our method
allows for making better informed privacy decisions, and deemed
it more transparent and trustworthy than state-of-the-art AR and
smartphone permission systems taken from Android and iOS. Our
results offer insights into new and necessary AR permission sys-
tems, improving user understanding and control over data access.
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1 INTRODUCTION

Extended Reality (XR) is an umbrella term referring to Augmented
(AR), Mixed (MR), and Virtual Reality (VRj& 109. Signi cant
growth in XR adoption has led people to take XR devices outside
controlled lab settings. For example, using XR devices in the home
[113, or for productivity [69, 70, and even in public 8, 40, 71]. AR
devices, in particular, have the potential to see all-day, prolonged,
everyday use as we transition towards spatial computing - with
devices designed for fashionable, wearable form fact@gs$2, 84.
Everyday AR headsets have rich capabilities to ser5e4]
the user R, 20, 84, 94, bystanders around themd{, 86, and their
surroundings [L 3, 20, 84]. Current AR headsets are equipped with
“always on' capabilitiesd, 54 and will eventually be worn by
users throughout the whole day. This long-term use will allow
AR sensors capture and reveal a greater extent of information to
platforms and applications, subjecting users to increased privacy
risks [1, 2, 20, 84, 94). This may enable AR headsets, platforms, and
applications to capture even more data than users consented to in
the rst place [2, 3, 94 or were even aware was possiblg,[84, 94.
Permissions are the primary method of allowing users control
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depth camera access could reveal privacy-invasive insights such
as information on surfaces or data about the user's context and
those around them. Instead, we propose that AR headsets can use
ne-grained permissions to compromise between a user's privacy
and the application's functionality. Fine-grained permissions would
enable applications to capture only what the application needs to
work and nothing more. The majority of consumer AR devices do
not come with any level of ne-grained permissions, only allowing
users to provide applications with full access to sensor data or none
atall.

Our work addresses these challenges by introducing novel ne-
grained permission systems for AR devices. We conducted a within-
= 20) by presenting our participants with ve
permission control methods. Two of the permission controls were
the Slider w/o Image contrahd Slider w/ Image controlvhich are
two versions of our novel approach to set an allowable degree of
sensing/data access for the given AR application. The permission
controls allow users to experience how their chosen level of privacy
impacts the application's functionality- enabling users to manage a
trade-o between privacy and functionality by, for example, show-
ing the user how the application augments their environment at
di erent levels of data access. We compared tS&der w/o Im-
age contrgland Slider w/ Image contrad three state-of-the-art
permission controls that we use as baselinBfmary control the
default used within AR systems, which is taken from legacy An-
droid smartphone permissiongindroid 11 controlwhich is the
currentimplementation for Android 11, which could be expected to
be implemented into future Android-based AR devic&3S contrgl
which is the current iOS 16 implementation that could be expected
to nd its way into rumoured Apple MR headsets in the futuret]].

We examined the permission controls by placing the participants
in ve di erent mock application contexts. Then participants were
presented with the permission controls one at a time to con gure
and subsequently asked to complete questionnaires and, nally a
post-study semi-structured interview.

Our results show theslider w/ Image contrglerformed the best

over what data access can be accessed by applications. AR devicesn participants' perceived understanding of the potential e ects

predominantly use binary permission prompts, due to reliance of
Android permission architectures] 73. Previous work has shown
that users do not understand why applications requests permissions
[59, what applications will do with the data if granted?7, 55 56,

and how long the data is stored fo[, 56. Binary permissions
bottleneck users into a decision to allow the permission or accept
the app will not work as intended [27, 55].

Users face privacy issues when AR headsets only provide a binary
decision as to whether or not full access to the headset's sensor
data is granted. Providing AR applications with complete un Itered
access to a sensor can leak more information than the user was
aware of when they rst allowed data access. Sensitive information
such as the users' sexualitypf], behaviour traits [LO, 47, and
emotions B€ can be inferred in real-time to varying levels of
accuracy using AR sensing data.

Suppose an application augments the user's deisk§9. The
application does not need complete and unrestricted front RGB and
depth camera access. The application only needs to know where
the user's desk is in relation to the headset; thus, a black-and-white
depth scan or mesh scan would su ce. Full front-facing RGB and

on their privacy and what data the app will use. Both tfgider
w/ Image controhnd theiOS controperformed the best in partici-
pants' perceived understanding of what functionalities the app will
provide, and why the permission was requested. Our participants
preferred theSlider w/ Image contréthe most as the control was
ranked rst, followed byiOS contrqlSlider w/o Image contr@dn-
droid 11 controlandBinary control Our participants stated when
using theBinary controland Android 11 contradihe level of data
access they provide was based on how much they trust the applica-
tion. Participants trusted thé&lider w/ Image contrslinformation
at face value as there was an image of the application provided with
the prompt. Participants voiced th8lider w/ Image contrallowed
them more nuanced control of data access due to the slider and the
image compared to the other permission controls that seemed to
force participants to allow access due to not knowing how well the
application would work, if at all.

The contributions of this work are threefold: First, we introduce
a new user-experience-based ne-grained permission system ex-
plicitly designed for the increased scope and quality of AR data
collection. Second, through a user study, we evaluate our proposed
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AR permission system with current state-of-the-art permissions sys-
tems across di erent metrics. Third, our results o er insights into
designing permissions systems that users perceive to be privacy-
protecting.

2 RELATED WORK

We draw on prior work from permissions on smartphones as they

are more mature than AR devices and can be seen as the predeces

sors of XR devices due to the similar sensors and ability to collect
sensitive information. Both devices often also rely on the same
underlying platforms (e.g. Android used on XReal, Meta Quest, and
PICO). Moreover, the permissions used on modern XR systems are
the same as those used on mobile phones.

2.1 AR Privacy Issues

Privacy issues caused by data collection within head-worn AR
are not the same as those on smartphon@s40, 51, 94. Both

devices can use the same physical sensors, such as RGB cameras

depth sensors and microphones; AR devices can also incorporate
additional sensors, such as eye tracking and positional tracking

sensors. Yet, the data collected when using an AR headset has an
increased scope and richness due to the headset's prolonged use

and “always on' capabilities continuously sensing dafad, 95.

For example, AR applications can use behavioural data to disclose
a user's sexual preferencesq, emotions 6, and mental state
[54].

Prior research shows that AR can amplify existing privacy issues
and known challenges?]. AR applications have access to a more
signi cant data collection that users may not fully comprehend the
breadth of personal information that an application can infer by
combining di erent AR sensors, 31, 94). For example, a user's eye
gaze hotspots and behavioural data can be integrated to build highly
targeted advertisement&[ 74, 94, displaying speci c adverts based
on the user's emotions that only they can se® 4. The privacy
concerns of AR sensing branch further than solely the usgrd4,

94). Bystanders around the AR user are equally at risk of being
sensed without knowing they are being sensed or providing any
consent for the data collection in the rst place8f]. AR devices

can have the capability to sense a range of bystander data, such as
behaviour, biometric characteristics, and identity [84].

Developers must be cautious when accessing AR sensor data. AR
applications requesting full access to raw sensor data provide the
application with much more information than is potentially needed
[2, 86. The sensed data could contain sensitive details that the
user and bystanders could be uncomfortable with or even unaware
they are sharing B, 84, 94. Overprivileged access to data can occur
when applications request more information than is required for
the functionality [27], such as requesting full camera access to track
users' hand movements when access to the hand's positional data
would be su cient [ 51]. Due to a lack of understanding by users of
why an application requested full access to the sensor, applications
force users to make predictions and assumptions about how their
data will be processed, stored, and us@ddq. Raw data access
from a headset, such as video, audio, and infrared data, can uncover
potentially sensitive user information and personally identify users
[79 87. For example, recent research has shown that users can
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be personally identi ed through basic positional data within a VR
experience to an accuracy of 94.33p4 [using sensors also present
on AR headsets.

In summary, users need to be made more knowledgeable of
the extent of information that can be inferred from AR sensors,
especially during prolonged headset use. Combining di erent AR
sensors that arealways-ohcan allow applications to in uence
and collect private information about a user to which they did not
consent to be collected. Hence more work is needed to investigate
and control the data ow between the user and the application.

2.2 Permissions

Applications use permissions to facilitate consent from a user to
access a resource on a devigd]| such as accessing the device's
camera or photos. Users then can allow or deny the application ac-
cess to the requested resource. There are two forms of permissions,
install-time and run-time. Install-time permissions are presented
to users at the start when rst installing the applicatior?d. The
application presents users with a list of permissions the applica-
tion wants access to; users can typically grant access to all the
requested permissions or deny the application access, subsequently
stopping the application's installation1[03. In contrast, users are
presented with run-time permissions only when the application
wants access to a particular resourcg P8 103. Asking users

for information when needed helps prevent over-privileged appli-
cations, where applications can access data without a n&gfl [
Run-time permissions, in theory, should correspond clearly with
an exact functionality p]. A clear association between the data re-
guested and the application's functionality should be evident to the
user as to why the application wants access to the requested data
[5,13 113. Unlike install-time permissions that stop the user from
using the application, if the user denies access, the best practice
for run-time permissions suggests that the application should still
work in general minus the functionality where the denied data is
needed [5]. The predominant permission type on Android 6.0 and
iOS 6 and above devices is run-tim@3 107, which also includes

XR devices like the Meta Quest. Nevertheless, in practice, appli-
cations can still present run-time permissions the rst time users
open the application after installation, thus creating an evolved ver-
sion of install-time permissions where users struggle to associate
permissions with speci ¢ functionality.

In summary, permissions come in two forms, install-time and
run-time. Install-time permissions, if denied, prevent the appli-
cation from being installed. Each run-time permission should, in
theory, be associated with a speci ¢ functionality, and if denied,
the application should still be able to run minus the functionality.

2.3 Permissions Controls

Traditionally permissions controls are seen as a bina@flow or
Deny decision. Users can either allow or deny applications full
access to the requested resource. Binary permission controls are
still in use today; however, from Android 11 onwards, applications
requesting permissions to access the device's location, microphone,
or camera can use one-time permissions. One-time permissions
provide temporary access to information, allowing users to provide
accessWhile using the app Only at this time, or Deny [ 5]. iOS
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15 and above also uses both binary permissiongafn't Allow and
Allow ; and a similar temporary control used for locatiorllow
while using App Allow Once and Don't Allow [ 50. Currently,
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or nothing at all. On both Android and iOS devices, when accessing
sensitive sensors, the user can provide the application access based
on the session length. However, such a solution would not work

AR devices do not have such temporary access permission and for AR headsets as sessions can run inde nitely, once again failing

only use the standardAllow and Deny binary options. However,

to account for always-ofhsensors. The iOS permission prompts

such existing temporary access permission systems assume theare unique and written by developers, while Android permission

application is not running inde nitely, failing to account for the
‘always on' capabilities of everyday AR devices and the extended
scope of data collection [2, 3, 20, 94].

Even though Android and iOS permissions have similar permis-
sions controls, the method by which they are presented to the user
di ers. iOS permissions require developers to add an explanation
for why the permission is needed, such as The app records during
the night to detect snoring sounds50. Permissions can explain

why the application needs access to speci ¢ data to increase users'

understanding $9 113 114. However, applications can implement
malicious or misleading justi cations to trick users into providing
access when they might not have otherwise if the justi cation was
accurate p1, 117. Android permissions can also include explana-
tions, but as an optional feature and not by defauft L03. The OS
generates the Android prompt by default, hence why the messages

prompts are generic and provided by the OS. Neither prompt takes
advantage of the new capabilities provided by AR headsets, such
as in nite screenspace and immersion.

2.4 AR Data Access and Control

There is limited literature on controlling data access within an
AR context. Gallardo et al.3[]] interviewed several AR users to
investigate what privacy concerns may exist in an everyday AR
context. The AR users stated that AR headsets will need to account
for di erent contexts that users will be in, and data access controls
may need to become context-depende8i]} motivating the need

for AR data access controls to provide variable levels of permissions
based on the current situation. This work shows that a one-size-
ts-all permissions approach is inappropriate for everyday AR as it

are vague. The text is generic enough that developers can use the does not account for prolonged headset use [31].

prompts in multiple situations and applications. On iOS, the appli-
cation developers write the prompt speci cally for the context and
application; hence other applications cannot use the same prompt.
Previous work shows that such contextualised text-based expla-
nations similar to the iOS permission prompt performed better than
non-contextualised examinations similar to the Android permission
prompt for Mobile Augmented Reality applicationg4]. Neverthe-
less, textual and non-textual contextualised justi cations are absent
within current consumer AR devices. Textual justi cations may be
a rst step to explaining AR permissions better. However, textual
justi cations do not take advantage of the capabilities of AR devices,
such as novel visualisations, displaying non-textual information,

Previous research has looked at potential OS-level abstractions
to provide ne-grained data access for AR headseid][ The ne-
grained permissions were implemented using recognisers. Recog-
nisers allow applications to access ner-grained permissions rather
than access to the complete sensor dad][ For example, if an
application wants to render Iters onto a person's face, the recog-
nisers only provide the application with where a person's face and
facial features areq1]. Preventing the application from accessing
the complete front camera data, which subsequently leaks informa-
tion about the users' surroundings to the application, providing the
application with overprivileged acces${]. Currently, recognisers
work at varying accuracy levels based on di erent situations, thus

and more expansive screen space. Therefore, there is a need forimpacting the users' experience when using the applicatién][

permission systems that leverage AR a ordances.

Another method to control permissions is the use of Fine-grained
permissions. Fine-grained permissions refer to how precise the data
accessed by an application is. iOS and Android can allow users to
provide di erent levels of data availability regarding location data.
On Android, a user can select between providing approximate or
precise location information to an applicatior5[3(. The approxi-
mate location permissions allow the app to access the users' location

Moreover, recognisers do not allow users to customise the level of
data access an application has.

Recognisers have also been used as the basis of a world-based
data access controBf. The World-Driven Access Control uses
‘passportdo communicate to the AR headset that it has entered a
sensitive location and must alter its data access settirij$. [This
work once again motivates the need for AR permissions to be able
to adapt and nd new ways of providing data rather than providing

within 3 square kilometres (1.2 square miles). As the name suggests, full raw data access.

the precise location permission allows the application to access the
users' location within 50 meters or less (160 feed)) [Apple imple-
mented a similar ne-grained control for location through a toggle
switch and provides visual feedback to the user showing the accu-
racy of both options 0. Nevertheless, even when the applications
can o er ne-grained control for the users' location, this permis-
sion presentation method is not the default prompt. Developers can
even evade the option for users to provide approximate location
data by requesting only the precise location permissidri] and
bypassing interventions explicitly designed to protect user privacy-
nudging users into providing more data than necessary.

In summary, permissions controls within AR headsets only give
the user a binary decision to allow the application full data access

Outside of individual data access, previous work has looked at
how information can be shared or protected from others in a multi-
user AR context §3 96. For example, Rajaramet et aBJ ran
an elicitation study with AR and security and privacy experts to
design di erent interaction techniques and how access control is
managed between colocated and remote AR users. Ruth é@l. [
examined how augmentations and applications can be secured and
shared between users. Both these works account for one type of
context and do not explore when users move between locations or
allow users to control the level of data access.

Due to a lack of data access guidance for XR develop&rd [
over recent years, academid, 43, industry [49, and government
[68 have developed potential security and privacy standards for
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general XR. For example, XRSI developed a privacy and safety the opportunity to, as users tend not to remove previously granted

framework [49 highlighting the need for transparent data handling,
user consent mechanisms, and ethical considerations in immersive

permissions.
Current AR permission systems need more explicit justi cations

experiences. XRSI's framework complements broader standards presented to users for why the applications requested access to

such as GDPR and NIST guidancel]]. Collectively, all these
standards and frameworks represent a focused e ort to build both
adaptable and robust measures for ensuring future XR systems are
secure and private.

Previous research?] 20 31, 94 motivates an investigation into
how AR devices can present ne-grained permission systems that
empower users to manage their privacy rather than becoming an-
other hurdle. However, there is no work looking at how users may
engage with such ne-grained permissions when given the chance
to customise the level of data access over traditional permissions,
if at all.

2.5 Usability of Permissions

Past research has shown that when users are presented with run-
time permissions, they tend not to read permissions and grant the
application access to all the requested data without understand-
ing the consequences of their action®7 55. When users do pay
attention to permissions and read the provided information, the
permission prompt can lack clarity and be challenging for the user
to understand R7, 56. Permissions are seen to be more complex to
comprehend 75. The lack of clarity is an issue, as previous work
has shown that the main factor in when a user allows or denies a
permission is based on the user's expectations, their understand-
ing of the application's functionality, and their considerations of
privacy consequences at that moment [23, 63, 75, 102, 113].

By requesting permissions to access information, it is clear to
users what data is accessed by the applicatiéf 6. However,
a struggle when interacting with permissions is that the reason
why the application requests access to speci ¢ data is not apparent
to users pg. Permissions that do not explicitly state a reason or
are unclear from the context leave users confused about why the
application needs access in the rst placeéq ultimately leading
users not to allow the application access to the requested data [9].

Users prefer when permission systems clearly explain why the
application has requested access to information. When applications
present users with the reasoning behind the data access with trans-
parency, the application is also perceived to be more trustworthy
[39 44,59 113 114. Building users' trust is vital for applications
as users tend to grant permissions for applications they trust (.

Applications can become overprivileged by requesting access to
more resources than require@f]. Previous work has shown that
developers tend to get confused over the scope of each permission
and thus request more than they require to avoid their application
crashing [L1(Q. Users allowing more permissions than is needed can
cause a privacy issue later on if the developer starts to collect the
information previously granted without the user being aware of the

data. AR users cannot make an informed privacy decision whether
to allow or deny the permission due to the lack of informatiog][

In summary, users tend not to read permission prompts, and
when they do can easily get confused as many prompts lack clarity.
Users must understand why the requested data is needed to make an
informed privacy decision. Overprivilaged applications constitute
a signi cant privacy concern as many users do not change their
permission settings to revoke previously granted access at a later
point.

3 AR FINE-GRAINED PERMISSION CONCEPT

We propose a user-experience-based ne-grained permission con-
trol explicitly built for AR. We wanted to explore a method that
allows users to improve their privacy by trading parts of the applica-
tion's functionality and user experience. The underlying concept of
our permission control was to combat modern permission controls
that ask users to provide applications with complete data access for
a long or limited period of time. Our concept instead allows users
to o er applications partial data access for an extended period of
time. We take advantage of ne-grained permissions to control just
how partial the data they provide is. In the following, we address
some signi cant characteristics and requirements of our concept
that informed our initial design.

Protects User Privacy: Modern-day privacy is about informa-
tion[18. Privacy, by its nature is individualistic, acting as a personal
and social construct combining access, con dentiality, and context
[65 80 81, 109. Any implementation should be designed with "Pri-
vacy by Design' 57 in mind. Any design, by default, should work
to protect as much of the user's data as possible. Any implemen-
tation should provide mechanisms to only supply the application
with what is needed and nothing more unless speci ed by the user.
Deciding how much privacy or to what extent data is shared is
where users should be given the control to con gure ne-grained
permissions accordingly.

Transparency: Transparency can build trust between an ap-
plication and its users, 114, but greater transparency does not
always equate to user trust?]. Permission controls are the in-
between for allowing or not allowing applications access to a re-
source R7,44. Any implementation should communicate with the
user what will happen after they make a decision. Communicating
the consequences of a decision could take place in the form of an
explanation, a visual representation, or even a trial experience. We
believe this area has a lot of creative and design space. Unlike mo-
bile permission prompts, AR allows designers to make use of extra
real estate outside of the dimensions of a mobile phone screen.

Functionality Speci ¢ and Functionality Enhancing:  The
best practice of standard permissions is to be linked with a function-

change. Research has shown that users rarely remove permissionsality [5, 13 113. Clear links between permissions and functionality
after they have been granted for reasons such as a lack of awareness,increase user understanding of permissions and why an application

“out of sight out of mind', or even believing they had no reason )]
64, 101, 110]. Overprivileged applications make it more important
than ever to con gure permissions correctly when provided with

has requested it4, 27, 28 103. Unlike standard permissions, if a
user declines a request, the functionality will not work], We sug-
gest that a ne-grained permission request can be directly equated
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to adding functionality to the application but, more importantly, in-
creasing the quality of preexisting functionality. The aim is to make
applications work at di erent data access levels, allowing users to
increase functionality as more data is provided rather than creating
an all-or-nothing stand-o between the user and the application.

4 DESIGN AND IMPLEMENTATION

The following permission controls were our interpretation of the
concept outlined above. The proposed designs varyingly meet the
design considerations noted around privacy, transparency, and func-
tionality by providing a descriptive ne-grained slider Ul for con-
trolling the extent of allowable permissions granted to the appli-
cation. These designs aim to explore whether users would make
privacy-functionality trade-o s if given such control. As in our
study there are 4-5 options for the user to choose from, we use
a slider with a magnet e ect allowing the user to slide only to
the options rather than anything between. A di erent design of
the permission control method showing a nite set of options like
radio buttons would work but the advantage of discrete sliders is
that it communicates to users a form of “‘more or less’ in this case

Abraham, et al.

4.1 Baselines

The following permission controls were used as baselines to com-
pare against the permission controls we developed. We chose the
Binary contro] Android 11 controlandiOS controhs they are the
state-of-the-art permission systems that are available and openly
used today. This study focuses on the evaluation of permission
control methods, speci cally looking at the prompt designs rather
than the interaction methods. As most AR systems are based on
Android and use the oldeBinary contro] we included theAndroid

11 controbs it is the updated version of how Android systems cur-
rently provide data access. The addition of tH@S controfollows

the same reasoning, as visionOS used in Apple's Vision Pro may
base data access on iOS. It is important to note that in this study,
the design of the baseline permission prompts mirror the actual
designs in the real-world, thus only providing the exact same text
and information, contributing to our studies ecological validity in
comparing to real-world baselines.

Binary control This is the existing AR permission system used
as a baseline (see Figure 2C). This permission system is the tradi-
tional permission prompt and the standard on today's AR glasses.
This prompt states the speci ¢ permission requested and gives the

of providing more or less data. Discrete sliders have also been used user a binary decision to either decline or accept the permission by

by previous work in XR devices to communicate steps of a complex
continuum [3§. The implementations are only one version of how
a user-experience-based ne-grained permission control may look
and should not be mistaken as the best nor only implementation.

Slider w/ Image control This permission control is our novel
proposed permission system that allows users to set their own

level of access to the requested resource with a slider (see Fig-

ure 2A). The permission prompt allows users to experience how
their chosen access level impacts the app's functionality and user
experience empowering users to customise their own trade-o
between user privacy and functionality. The popup is titled with
the app name and a sentence explaining the delity of the data
provided at the current slider level. Optionally one sentence is la-
belled with Minimum Requirement as the lowest level of data
delity for the app to work to some functional but impaired de-
gree. Another sentence is labelled with Optimal Performance to
represent the optimal trade-o between privacy and functionality
where the level of data delity allows the app to work as intended.
The Optimal Performance label is in place to communicate to the
user when the segment on the slider provides all the base function-
ality, thus implying there may not be a need to provide full data

pressing the Deny or Allow buttons.

Android 11 control This is the standard system used in An-
droid 11 ] (see Figure 2D). The prompt is titled with the app's
name and a sentence stating the permissions the app requests. The
user has the decision to allow the app access to the requested re-
source when the app is in the foreground, only providing access
to the requested resource once, or declining access by pressing the
While using the app, Only at this time, or Deny buttons.

iOS control This control is based on the iOS 16 permission
prompt [5] (see Figure 2E). The promptiis titled Allow [app name]
to access [permission name] and an explanation sentence stating
why the app has requested the permission below the title. The user
has the decision to allow the app access to the requested resource
when the app is in the foreground, only providing access to the
requested resource once, or declining access by pressing the Allow
While Using App, Allow Once, or Don't Allow buttons.

4.2 Technical Implementation

All the permission control methods were implemented using C#
within Unity with the NRSDK 1.9.143. We loaded the permissions
controls directly onto the XReal Light AR headset (1920x1080 px
per eye, 60Hz refresh rate3f to use as a standalone headset, not

access. Under the explanation sentence is an screenshot image oft® reguire a connection to external computing power. While users

the actual application. The screenshot is there to show the user
what the application and the functionalities will look and behave
like at the current slider position. Below the image is a Ul slider
segmented to the number of data delity options available. The
explanation sentence changes to describe the delity option when
the user moves the slider.

Slider w/o Image control This permission control is the same
as theSlider w/ Image contrblut without an image element to show
the app's functionality at the current slider position (see Figure 2B).
The image is removed to compare how users prefer the addition of
a graphical explanation compared to only text.

can interact with the permission control methods using both hand

tracking and the Nreal controller, only the controller was used for

this study due to the performance of the XReal hand tracking under
variable lighting conditions.

5 STUDY DESIGN

The study was designed as within-subjects. There were two inde-
pendent variables: thpermission control methofee Figure 4) and
the contextgsee subsection 5.1). Both IVs had ve levels, thus cre-
ating twenty- ve unique conditions in total for all the participants
to experience. The order of the contexts and permissions control
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Figure 2: The participant on the right can be seen wearing a pair of XReal Light AR glasses. While wearing the AR glasses, the
participant is presented with and asked to evaluate the di erent AR prompts one at a time for each of the ve contexts, in
this case, Filterr . Filterr is a hypothetical app allowing AR users to apply face and body Iters onto others around them. A)
Shows the Slider w/ Image control providing the app access to only the silhouette of the people around them. The image of the
ghosts represents a lter being applied on top of bystanders. The ghosts' size is based on how far away the bystanders are from
the user. B) Is the Slider w/o Image control, which presents the same information minus the representation of the app's user
experience at the current slider position. C) Is the Binary control , which is the current permission prompt used within AR

devices. D) Presents the Android 11 control , which allows the user to provide data access for di erent durations. E) Is the

i0S

control, which provides the user with a sentence of textual explanation for why the permission was requested, along with

allowing the user to provide data access for di erent durations.

methods presented to the participant were counterbalanced using
a 5x5 Latin Square [115] to prevent learning e ects.

5.1 Contexts

Five di erent contexts were formulated to evaluate our control
methods so the participants could have enougjands-on time

to judge and con gure the permission control methods reasonably.
Each context is an application archetype upon which we would
test our envisaged permission promp&ubtitle: This app provides
situational awareness to AR users about the people in their sur-
roundings. This application archetype is based on the work from
Google B3 83. Filterr: This app allows AR users to apply face and
body Iters onto other people. This application archetype is based
on Snapchat 107. Room Designer: This is an interior design
app that allows AR users to design the room they are currently
in. This application archetype is based on the lkea Place ah [
StreetNav: This app provides AR users with directions to walk
in order to navigate to a location. This application archetype is

based on Google Map84]. AR Health: This app tracks AR users'
mental and physical health, and its archetype is based on Apple
Health [7]. Each of the contexts was a means of presenting di erent
permission prompts for di erent application archetypes. Hence, we
did not have a functional application for any context and dit
collect any of the data the permissions requested.

5.2 Permission Control Methods

Five permission control variables were used for this study as pre-
sented in Figure 4. Two ne-grained permission methasiéder w/o
Image control and Slider w/ Image control. Three baselines from
state-of-the-art permission methodinary control , Android 11
control, andiOS control. During the study theAndroid 11 control
andiOS controlvere referred asData Access Without Description
Control and Data Access With Description Contes we did not
want to bias the participants by showing brand names or collect
results based on any preconceived notions of the two companies
privacy practices.
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