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Thermal cameras can reveal heat traces on user interfaces, such as keyboards. This can be exploited maliciously
to infer sensitive input, such as passwords. While previous work considered thermal attacks that rely on
visual inspection of simple image processing techniques, we show that attackers can perform more effective
Al-driven attacks. We demonstrate this by presenting the development of ThermoSecure, and its evaluation in
two user studies (N=21, N=16) which reveal novel insights about thermal attacks. We detail the implementation
of ThermoSecure and make a dataset of 1,500 thermal images of keyboards with heat traces resulting from
input publicly available. Our first study shows that ThermoSecure successfully attacks 6-symbol, 8-symbol,
12-symbol, and 16-symbol passwords with an average accuracy of 92%, 80%, 71%, and 55% respectively, and
even higher accuracy when thermal images are taken within 30 seconds. We found that typing behavior
significantly impacts vulnerability to thermal attacks, where hunt-and-peck typists are more vulnerable than
fast typists (92% vs 83% thermal attack success if performed within 30 seconds). The second study showed
that the keycaps material has a statistically significant effect on the effectiveness of thermal attacks: ABS
keycaps retain the thermal trace of users presses for a longer period of time, making them more vulnerable to
thermal attacks, with a 52% average attack accuracy compared to 14% for keyboards with PBT keycaps. Finally,
we discuss how systems can leverage our results to protect from thermal attacks, and present 7 mitigation
approaches that are based on our results and previous work.
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1 INTRODUCTION

Thermal cameras are becoming ubiquitous and more affordable than before. Today, thermal cameras
can be bought online for less than $150. While they have many benefits, they present a new front
for side-channel attacks. Namely, taking a thermal image of a user interface, such a keyboard or
a touchscreen, reveals heat traces that can be used to determine the user’s input. This input can
range from day-to-day input on said devices, to sensitive input such as passwords, PINs, credit card
numbers, and more. These types of attacks are referred to as thermal attacks [1, 3, 4].

Thermal cameras, unlike regular cameras, can reveal information without requiring the attacker
to interact with the targeted victim, be present during the authentication attempt, or plant any
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tool that can be linked to the attacker which could potentially exposing them. Such information
includes heat residues left by the user during authentication, which can be retrieved using thermal
cameras. Having acquired a thermal image of a keyboard or touchscreen after authentication, the
attacker can then analyze the heat map and exploit it to uncover the entire password or pattern.
Even without knowing the order of the keys, it is possible to significantly reduce the search space,
which means fewer attempts are required to guess a password. Even if the order of the keys is
unknown, it is possible to significantly reduce the search space, requiring fewer attempts to guess
a password. Furthermore, our study and studies from prior work [1, 3, 4, 23] have shown that the
order of entries can be leaked within a certain time frame.

Previous work has studied thermal attacks against ATMs [23], keyboards [3, 4, 13], smartphone
touchscreens [1, 3], and laptop touchpads [3]. It was shown that thermal attacks can be successful
if the resulting thermal images are visually inspected by non-experts [3, 4] or if they are analyzed
using simple image processing techniques as done by Mowery et al. [23] and Abdelrahman et al. [1].
While previous work showed high success rates ranging from 72% to 100% [1] when thermal images
of passwords are taken 30-60 seconds after user input in controlled conditions, we argue that higher
accuracy under different contexts can be achieved by leveraging deep learning techniques. Machine
learning is becoming increasingly accessible, making it more likely that attackers will employ it to
improve their thermal attacks. Thus, there is a need to understand how successful thermal attacks
can be if attackers employed more advanced methods for analyzing thermal images, and how user’s
behavior and input properties impact the success of thermal attacks.

We address this gap with a focus on thermal attacks against passwords entered on keyboards. Our
work presents the implementation of ThermoSecure, a novel system that integrates deep learning
to 1) determine the placement of keyboards in thermal images using Mask RCNNS, 2) determine
which keys were pressed on the keyboard including accurate detection of keys that were pressed
multiple times using K-mean clustering, 3) distinguish which keys were part of a username and
which were part of a password entry, and 4) determine the order in which the keys were pressed to
produce a list of the most likely user input using probability functions. We trained and evaluated
our models using a dataset of 1500 thermal images taken in realistic conditions, which is made
publicly available.

We then present the results of two user studies to assess the effectiveness of Al-driven thermal
attacks against passwords of different properties, different input behaviors, and different keycap
material types. First, in Study I (Section 6.1) we evaluate ThermoSecure in an empirical within-
subjects user study in which 21 participants entered usernames and passwords on an external
keyboard. Our participants entered passwords of different properties, and we took thermal images
at 20, 30 and 60 seconds after entry. Our results reveal insights about 1) properties that make
passwords more secure against thermal attacks and 2) typing behaviors that make input more
secure against thermal attacks. For example, our analysis shows that hunt and peck typing is
significantly more vulnerable to thermal attacks (92% thermal attack success if taken within 30
seconds) compared to fast typing (80%) and that this typing behavior can be determined in real time
through keystroke dynamics. This creates avenues for future work on real time protection from
thermal attacks by analyzing typing behavior. We also found that long passwords are significantly
more resilient to thermal attacks; 100% of 6-symbol passwords are detected using ThermoSecure
whereas 67% of 16-symbol passwords are detected within 20 seconds. Second, in Study II (Section
6.2) we investigate how some physical properties of external keyboards impact the success of
thermal attacks through a follow up within-subjects user study in which 16 participants entered
passwords on two keyboards: one that uses Acrylonitrile Butadiene Styrene (ABS) keycaps, and
one that uses Polybutylene Terephthalate (PBT) keycaps. Our results indicate that Keycaps made of
ABS were more vulnerable to thermal attacks than those made of PBT (52% and 14% attack success
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respectively). We conclude with a discussion of how systems can protect users from thermal attacks
by presenting 7 mitigation approaches that are based on our ndings and previous work.

2 CONTRIBUTION STATEMENT:
In summary, this paper makes the following contributions:

(1) We present the rst dataset of thermal images showing keyboards with heat traces resulting
from input. The dataset contains 1500 thermal images and can be used to further investigate
and understand Thermal attacks

(2) We present the implementation of a novel model that:

(a) automates the detection of keyboards within the thermal image using a deep learning
model: Mask RCNNs.

(b) employs K-mean clustering to detect multiple presses in the thermal image.

(c) distinguishes which key presses belong to the username and which belong to the password
in an authentication attempt.

(d) o ers a novel technique to infer the order of the pressed keys. This technique generates a
combination of di erent passwords with di erent order probabilities.

(3) Novel insights about the e ectiveness of thermal attacks in realistic settings and how they
are impacted by password properties, ages of heat traces, user typing behaviors, and the
plastic material used for the keyboard's keycaps.

3 RELATED WORK

Previous work on thermal attacks is scarce. This is likely because the threat has only recently
become feasible due to the falling prices of thermal cameras. Work in this area can be split into two
categories based on the threat model: 1) thermal attacks in which the attacker utilized an automated
approach to analyze the thermal images, and 2) attacks in which the attacker visually inspected the
thermal image to determine the input.

3.1 Automated Thermal a acks

To the best our knowledge, the earliest published work on thermal attacks was by Mowery &3l. [

In their work, they focused on ATM keypads and experimented with manual visual inspection of
thermal images and an automated approach. They found that their automatic technique was more
accurate than visually inspecting the thermal image, particularly as time went on. In comparison
to visual inspection, which retrieved just 20-30% of codes after a minute, the automated technique
retrieved roughly 50% of them.

Similarly, a study by Li et al. 19 investigated thermal attacks on ATM keypads. In addition to
the thermal camera, an RGB camera was also used to help locate the keypad in the thermal image.
The two cameras were aligned in advance for joint sequence analysis. In their model, the order of
entries in the password was inferred by a frame by frame comparison of change in the temperature
of keys. The main contribution of their work was developing a model estimation method of key
touch time based on maximum likelihood, achieving an accuracy of 26.7% in attacking 6-digit PINs.

While the previously discussed work focused on ATM keypads, other researchers investigated
di erent user interfaces. A study by Abdelrahman et al][investigated the e ectiveness of thermal
attacks on user authentication on mobile devices. They developed the ThermalAnalyzer, which
featured a recognition pipeline that reconstructs PINs and Android Lock Patterns by analyzing
thermal images taken with an optris Pl thermal camera. The approach used blob detection and the
mean temperatures of the heat traces in the regions of interest to determine the input and order

Lhttps://doi.org/10.5281/zenodo. 7069957
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of entry. In their work, they achieved an overall accuracy of 78% when attacking PINs within 30
seconds of entry, and 38.89% when attacking patterns. It is notable that attack accuracy was 100%
when attacking patterns that do not contain any overlapping input within 30 seconds.

Closest to our work is the work by Kaczmarek et alJ, which focused on thermal attacks
against keyboards. They collected thermal images of keyboards from xed camera locations and
orientations. They asked patrticipants to locate, draw the regions where the heat traces are located
and label the keys. Their system, called Thermanator, used a blob detection technique to separate
the thermal traces from the background. The authors show that the key-presses that constitute
the password can be recovered within 30 seconds, however they do not estimate the order of
key-presses. Instead, the authors suggest using a dictionary attack to generate possible passwords
that use the detected keys.

3.2 Thermal A acks by Visual Inspection

While the previously discussed works presented automated methods for analyzing the thermal
images, other works explored how well visually inspecting thermal images can reveal input.

A study by Wodo and Hanzlik31] presented several scenarios that simulated thermal attacks
against passwords on computer keyboards, cash machines, digital doors locks and payment termi-
nals. In these scenarios most of user's passwords were successfully retrieved within a time frame
that varies between 30 seconds and 40 seconds. No further details about the accuracy of the attacks
were reported. Another study by Abdrabou et d&][investigated thermal attacks against touch
gestures and taps on smartphone touchscreens and laptop touchpads. In this study, two sets of
participants were recruited: the rst entered passwords while input was recorded using a Flir
C2 Compact thermal camera after 4 seconds of entry, and the second set inspected the recorded
thermal images with the aim to determine the passwords. The authors found that touch gestures
are more vulnerable compared to tapping on the touchscreens/touchpads (60.65% vs 23.61% success
rate), and that touchscreens are more vulnerable than touchpads (87.04% vs 56.02%). One main
insight from that work is that thermal attacks are feasible using a ordable cameras even when the
attackers are not trained, suggesting that thermal attacks can potentially become ubiquitous. This
is supported by further evidence from recent work by Bekaert et §], ivhich showed that users'
typical behavior makes them frequently at risk of thermal attacks due to, for example, their choice
of authentication methods, and leaving devices unattended.

3.3 How our work advances state of the art

Our work advances state of the art in three directions 1) our work features improved attack
accuracy, 2) our evaluation uses a more realistic threat model, and 3) our work reveals novel
insights regarding how password properties, plastic material of keyboards, and user input behavior
impact vulnerability to thermal attacks.

While most previous work on thermal attacks considered smaller search spaces (e.g., 10 keys on an
ATM keypad or a mobile touchscreen,[3, 4, 23 31]), our work focuses on thermal attacks against
keyboards, which are relatively understudied. In contrast to the work by Kaczmarek el dl. dur
model is able to determine the order of entries by comparing the temperatures of the heat traces at
the di erent keys and uses the information obtained from the thermal image to probabilistically
decode multiple hypothesized passwords ranked by probability of correctness. Our approach also
distinguishes username and password key-presses by comparing every pair of consecutive keys to

nd the ones with the highest temperature di erence (i.e., the last key of the username and the

rst key of the password), which can indicate a possible shift that corresponds to typing something
new (i.e., password). Furthermore, our deep learning approach achieves high accuracy: up to 100%,
93%, 82% and 67% for 6-symbol, 8-symbol, 12-symbol and 16-symbol passwords respectively. This
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is signi cantly higher than the values reported in Sections 3.1 and 3.2. We also reveal valuable
insights on the impact of typing behavior and keycaps' material on the success of thermal attacks.
Furthermore, all previous work assumed a xed setup where the distance between the user
interface and the camera is xedlfg. However, it cannot be assumed that these methods will
always work in a real life scenarios where the attacker will need to con gure the method for every
image captured. In contrast, a) our study involves thermal images from di er angles and distances
from the keyboard and b) our model is able to distinguish the entry of usernames and passwords.
Taking this into consideration, understanding how successful thermal attacks can be if they
bene t from all the aforementioned information is essential to assess the attacks'impact on security.

4 THREAT MODEL

In our threat model, the attacker possesses a thermal camera and uses it to take a thermal image of
the surface of the keyboard after the user has authenticated by entering a username and a password.
Our experiment considers cases where the thermal image is taken 20, 30 and 60 seconds after
authentication. This could happen in situations where the user logs in and then shortly leaves their
workstation e.g., to take a break. The attacker can then take a thermal image after the user has left
their workstation unattended. Another possible scenario is where the attacker inconspicuously uses
a thermal camera while the victim is still using their computer provided they do not occlude the
keyboard. This can be done either by using a small add-on thermal cameras, such as FE|Bane
can be attached to smartphones, and using a smartphone that comes with an integrated thermal
camerd), or through a mounted thermal camera used for secuftity does not matter whether the
user has logged out before leaving their workstation without using their keyboard or if the device
automatically logs them out due to inactivity this does not impact our threat model. We assume
the user does not interact with the keyboard after log in. This is a reasonable assumption as users
may spend complete interaction sessions using their mouse or consuming content displayed on the
screen.

Unlike previously studied threat models where the user entered a password dni3; &, 13,
our model assumes the user has entered both a username and a password. This means that the
attacker in our threat model needs to distinguish heat traces resulting from interaction before
authentication (i.e., entering the username) from those resulting from authentication (i.e., entering
the password).

5 THERMOSECURE: CONCEPT AND IMPLEMENTATION

In the following, we present our implementation of ThermoSecure, a method that retrieves input on
keyboards through thermal imaging. The main objectives of ThermoSecure were shaped through
comparative review of how previous studies approached the topic of thermal attati3 §#, 13 23,

and addressing the gaps by said approaches. While our threat model and some of the approaches
used to process the thermal images were inspired by previous work, ThermoSecure advances state
of the art through the following:

(1) ThermoSecure incorporates an object detection technique based on Mask RCNN to ensure
that the placement of the keyboard in the thermal image does not reduce the e ectiveness of
the attack.

(2) While previous approaches for thermal attacks demonstrated some success, none of the previ-
ously proposed methods outputs the correct entry every tifle]3. Instead of producing a

2https:/iwww. ir.com/ ir-one/
Shttps://www.catphones.com/en-gb/features/integrated-thermal-imaging/
4https://www. ir.co.uk/browse/security/thermal-security-cameras/
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single output, ThermoSecure uses the information obtained from the thermal image to prob-
abilistically decode multiple hypothesised passwords ranked by probability of correctness.

(3) While previous work assumed the user does not provide any input apart from the password,
ThermoSecure is evaluated under a threat model where the user provides both a username
and a password. ThermoSecure's ability to distinguish heat traces resulting from password
entry and those resulting from interactions prior to authentication demonstrates that the
attack is feasible in scenarios that are more realistic compared to previously studied threat
models [1, 13].

Fig. 1. ThermoSecure architecture

Figure 1 summarizes the architecture of the model used in ThermoSecure. The next subsections
detail the di erent phases that form ThermoSecure. The rst phase is concerned with the detection
of the keyboard within the thermal image. The coordinates obtained from this phase are then used
in the second phase to apply a skeleton layout to the detected keyboard to extract the pressed
keys. Having de ned which keys form the password, the nal phase produces the order of the key
presses to retrieve the full password.

5.1 Phase 1: Keyboard Localization

In this phase, our goal is to detect the keyboard within the thermal image and obtain the bounding

box coordinates surrounding it, such that the thermal image of the keyboard can be recti ed. We

apply a deep learning approach to extract the keyboard corners and warp the thermal image to
standardized coordinates. This process is detailed in the following sections.

5.1.1 Data collection/Annotation of the imagdésst, we captured 1500 thermal images of a standard
ISO QWERTY keyboard with ABS keycaps using an optris Pl 450i (see samples in Figure 3). In
each thermal image, we pressed random keys to create random heat traces on di erent parts of
the keyboard. This was done to avoid biasing the model towards detecting keyboards that have
speci ¢ patterns of heat traces or those with no traces at all. The direction of the camera and the
distance from the keyboard were randomly changed in each image to evaluate ThermoSecure, and in
particular phase 1, against challenging and realistic scenarios. The thermal images were annotated
using Lableme packageThe annotation process includes labeling, setting the coordinates of the
keyboards in the thermal image and saving these information in JSON les (see example in Figure
2).
The thermal images along with their corresponding annotation les were then randomly divided
to three sets:
(1) Train Set: 1300 images that were used to train the model.
(2) Validation Set: 170 images that were used during the training to tune the parameters of the
model.
(3) Test Set: 30 thermal images that were used to test how well the model performs on unseen
(new) data.

Shttps://github.com/wkentaro/labelme

ACM Trans. Priv. Sec., Vol. 1, No. 1, Article 1. Publication date: January 2022.



ThermoSecure: Investigating the e ectiveness of Al-driven thermal a acks on commonly used computer keyboards 1:7

Fig. 2. An example of the labeling process in which each point on the keyboard edges was annotated.

Fig. 3. Samples of the collected thermal images used for training the model. We took thermal images of a
standard ISO QWERTY keyboard with ABS keycaps from random angles and distances. In each image, heat
traces were produced on the keyboard by pressing random keys.

5.1.2 Pre-processing/Data augmentafiormake the thermal traces in the image more prominent,
we need to reduce high-frequency noise and standardize the contrast. Noise can arise as an e ect
of di erent factors such as having an insu cient light levels during image acquisition and the
interference in the electronic circuits inside the camera that increase the thermal energy of heat
inside the sensors.

As illustrated in Figure 4, in addition to applying Contrast Limited Adaptive Histogram Equaliza-
tion (CLAHE) B2 to the image, the noise ltering process in a previous studij jvas adapted as
follows:

(1) Applying a 5x5 median lter.
(2) Converting the images from RGB color to grayscale.
(3) Reapplying the median lter in (1) for enhanced noise reduction.

Furthermore, data augmentation was applied to increase the training data without capturing
new images. We did this by applying random rotation, padding, and horizontal ipping (see Figure
5).

5.1.3 TrainingOur model uses Mask RCNNZ for object detection. Mask RCNN is a framework

for Image Segmentation tasks that uses the ResNet architectures (101, 50) to extract features from
the images. In order to achieve optimal results with less training time on our relatively small dataset
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Fig. 4. Sample thermal image undergoing the pre-processing stage for denoising. We removed the noise by
applying a 5x5 median filter, converting the image to grayscale, reapplying the same filter again, and then
enhancing it using Contrast limited adaptive histogram equalization (CLAHE) [32].

Fig. 5. An example of an augmented thermal image

we follow the transfer learning concept. A COCG@nodel which is pre-trained on classifying
and detecting more than 800K objects was used as a feature extractor. By choosing the optimal
hyper-parameters from several trials, the model is ne-tuned on our custom dataset.

5.1.4 Detectiorfhe model loads the best trained weights to detect an object that belongs to a
class in a given image. In our case, the class is a keyboard. This returns a dictionary that includes:
class name (i.e., a keyboard or an unde ned object), bounding box coordinates of the detected
object, mask information that include the coordinates of every pixel within the bounding box, and

a prediction score of how con dent the model is that the detected object is from a certain class. The
bounding box coordinates of the detected keyboard are then saved to be used in the next phase.

5.2 Phase 2: Obtaining the key presses

The bounding box coordinates obtained from the previous phase were used to approximate the
location of the keys using the following method:

(1) The Rotated Bounding Box (RBBox) was calculated to be used instead of the bounding box
(BBox) obtained from the Mask RCNN Network (see Figure 6).

(2) The RBBox is then used to locate the four corners of the detected Keyboard.

(3) We assume the target keyboard has the typical layout for most keyboards: 8 regions of interest,
6 rows of keys and 2 areas without keys at the top and bottom of the keyboard.

(4) The coordinates that represent the start and the end of each region of interest is calculated
by adding or subtracting displacement values unique to every image. The direction and the
amount of displacement needed in the 2D axis is determined based on the layout of the

Shttps://cocodataset.org/
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Fig. 6. The BBOX is calculated with no regards to the rotation of the object (le ). Thus, we used the RBBox
as shown in the right image instead. The RBBox mainly depends on the mask coordinates that include all
of the data points that were detected as part of the keyboard. The RBBox was calculated by estimating the
corner points of the mask.

keyboard; in particular on the height, width and the rotation of the keyboard which was
obtained using the RBBox.

(5) The start and end of each region, the region length and the displacement values are used to
estimate the box coordinates of the keys (see examples in Figure 7).

Fig. 7. Example of Keys that were located using the method described in Section 5.2.

5.2.1 Blob Detectioffhe last described step of the second phase provided us with box coordinates
for each key. We then use this information along with blob detection to obtain the entries of the
password: a blob is a group of connected pixels in a binary image, while blob detection is the
process of detecting regions that have di erent properties such as shape or brightness. To perform
blob detection the following steps are necessary:

(1) We apply a threshold to convert the image to a binary image, i.e., each pixel value greater
than 200 was set to zero while preserving the pixel values of the background.
(2) We then apply a morphological closing to |l (i.e., close) any small holes/black points in the
foreground objects.
(3) The nal step is nding and extracting the contours of the blobs.
After performing blob detection, we use the box coordinates of the keys to nd all the keys that
have contour points within their bounding box as shown in Figure 8.

5.2.2 K-mean clustering-mean clustering is a machine learning algorithm that is used to cluster
data points into di erent clusters based on how similar they are. In our model, K-mean clustering
was employed to analyze the temperature values for each of the detected keys in order to detect
multiple clusters (presses) if any. The mean of an idle (unpressed) key was used to remove the
temperatures of data points with a regular temperature. To choose the optimal value of k, we used
the elbow method. Namely, we ran k-means several times and incremented k every iteration. We
then selected the value at the elbow start of the linear increase: K=2 (see Figure 9).

We ran the algorithm again with the appropriate k value and assigned each point to its cluster.
For example the letter N now is divided into N1 and N2 with di erent temperature values (mean,
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