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Figure 1: We conducted two child user studies in simulated Social Virtual Reality to understand child perceptions and needs
regardingmanual blocking tools and the level of moderator automation. The figure shows (a) a small group harassment scenario
(Study 1), (b) a large group harassment scenario (Study 1&2), (c) a Magic Wand for manual blocking (Study 1&2), and (d) an
Automated Moderator that employs semi-automated and automated interventions (Study 2).

ABSTRACT
Child users of Social VR (SVR) face challenges dealing with group
harassment. While mitigation tools exist, it is unclear a) how suit-
able they are for children experiencing group harassment, b) the
extent to which children want control over interventions. We con-
ducted two user studies involving 74 children (𝑁1=40, 𝑁2=34) in
which we compared strategies for dealing with group harassment.
First, we compared three ways of manually blocking harassers (Se-
lectBlock, MassBlock, PointBlock) and two intervention positions
(ground level vs elevated). Second, we contrasted manual block-
ing with different levels of automation provided by an Automated
Moderator (AM). We investigated how the initiation and decision
of blocking, whether by the child or by an AM, impact children’s
perceptions. Results show children value engaging interventions,
PointBlock, and elevation. They seek control but appreciate assis-
tance when involved in AM decision-making. We provide design
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considerations for creating safe, empowering experiences for chil-
dren facing SVR group harassment.
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1 INTRODUCTION
Despite usual age limit of 13+ [18, 21, 22], children1 under 13 have
been drawn to social Virtual Reality (SVR) [48, 49]. Socialising in
3D immersive environments via embodied avatars has introduced
different forms of harassment [26]: 1) verbal (via voice/chat), 2)
1In this paper, “children” refers to minors under 16.
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physical (via avatars, like embodied assaults by touching, grabbing
or groping women’s physical bodies through avatars [64]) and 3)
environmental (via virtual objects, like displaying inappropriate
graphical content). Harassment can occur as collective behaviour,
where groups coordinate their actions. Recent events highlight the
emergence of group harassment in SVR [10, 15, 36, 37, 44, 45, 48,
51, 52, 58], which can have an amplified psychological impact than
one-to-one harassment, leaving victims feeling outnumbered and
powerless [26, 37, 46].

Although SVR platforms have been implementing safety features
like blocking, reporting and personal space bubbles [11, 16, 19], two
key issues remain unresolved. First, it is unclear how suitable ex-
isting tools are for children facing group harassment. In response
to this and to the fact that current safety tools are not sufficiently
effective [36, 48] and that human moderation is not scalable [63],
researchers proposed automated moderation as an alternative solu-
tion [35, 65]. Automated moderators (AMs), artificial agents that
take action to mitigate harmful interactions, have been shown to
be a promising alternative solution to safeguard children in SVR
[34, 35]. However, the second key issue is the uncertainty regard-
ing how AMs affect children’s sense of agency. In a recent study,
experts and guardians mentioned the importance of victim empow-
erment in harassment situations and the children’s involvement
in the decision-making [34]. The extent to which they should be
part of the decision-making with automated moderators remains
unexplored.

To address the gaps of evaluating safety tools’ effectiveness
for children in a group harassment situation and understanding
Automated Moderator’s (AM) impact on children’s sense of agency,
we report on the results of two child user studies in simulated group
harassment scenarios in SVR.

Our research focused specifically on group harassment as it has
not been explored in SVR and exacerbates harassment severity, am-
plifies the negative experience, and presents significant challenges
for tools designed primarily for addressing individual offenders.

In the first study, we explored manual blocking, which is one of
the most common online safety features. We tested three blocking
strategies with 40 children ([SelectBlock]: blocking individuals by
selecting them from a list; [MassBlock]: blocking all then unblocking
individuals from a list; [PointBlock]: blocking users by directly point-
ing at their avatars using a Magic Wand). We investigated group
size (3 versus 9 harassers) to assess how the usability, emotional
impact, and perceived safety of blocking strategies scale with the
severity of group harassment. And we also investigated intervention
perspective (IP)2 to assess how the perspective of viewing the harass-
ment affects a victim’s ability to manage it. We found that children
felt significantly safer when “elevated” compared to when they
were directly intervening at the ground level (see Figure 4). Tools
should also enable to handle the challenges of large-scale group
harassment while maintaining a balance between engagement and
protection.

Based on study 1 results, choosing the most preferred tool and IP,
in the second study, we investigated how the initiation and decision

2We defined IP as the position in the virtual scene from which the child views the
harassment scenario in the virtual environment. In this experiment, on the ground
versus above/elevated (at the same distance from the child victim).

of blocking, whether made by the child or by an AM, impact chil-
dren’s sense of agency, safety, emotional perceptions, and perceived
usability. Using Roger Hart’s Ladder of Children’s Participation [61],
which outlines levels of decision-making authority, control, and
power that adults can grant to children and youth, we evaluated
four automation levels for group harassment interventions with 34
children.

Children valued tools that gave them control but also valued
being assisted by the AM if they were part of the decision-making.
Therefore, designing tools that let children control their level of
involvement in moderation is essential for balancing personal au-
tonomy with automated assistance tailored to their needs and pref-
erences. This approach can enhance agency and empowerment in
SVR when confronting group harassment.

1.1 Contributions
Methodology contribution. This work is the first empirical

research to involve children in a simulated group harassment situa-
tion within an SVR environment. By positioning them as third-party
observers during harassment and first-party actors during interven-
tions, we captured authentic responses while maintaining ethical
safeguards. This method provides a more accurate understanding
of their experiences than traditional interviews or questionnaires.
[Studies 1&2]

Child-Centred Tool for Group Harassment. Children value
engaging, scalable and accurate safety tools in SVR group harass-
ment. [Study 1]

Intervention Perspective (IP). We show that shifting users’
perspectives during the intervention, creates detachment from the
group harassing and increases children’s sense of safety. [Study 1]

Levels of Automation. We provide empirical evidence on how
children’s initiation and participation influence their perceptions
of manual, semi-automated, and automated safety features in VR
environments. [Study 2]

By focusing on how children perceive these interventions in
terms of emotional responses, safety, enjoyment, and opinions on
intervention helpfulness and ease-of-use, we present novel design
considerations aimed at empowering children and improving their
sense of safety and agency when facing group harassment in SVR.
This has implications on the development of interventions that
accommodate group sizes, leverage the benefits of an elevated per-
spective, and balance enjoyment with safety, as well as a child’s
control with external assistance.

2 RELATEDWORK
Gaps identified for this work are summarised in Table 1.

2.1 Harassment in SVR towards Children
Unlike traditional digital media (e.g., twitter, video games) where
users interact behind 2D screens, SVR involves synchronous in-
teraction via an embodied avatar in 6 Degrees-of-Freedom digital
experiences wearing VR headsets [48, 49]. This offers users full
immersion and embodiment, a sense of presence with a high level
of sensory engagement [60, 68], engaging visual, auditory, haptic
and phantom touch senses [24]. Users embody avatars and engage
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socially, allowing for high-�delity social activities like virtual gath-
ering, games and events [50].

The number of SVR child users has increased [6, 36, 48, 49]. The
shared SVR spaces with both children and adults have led to signi�-
cant risks of harm [31, 49, 56, 76], including sexual harassment and
group pressure between children and teenagers [36, 37, 69]. Based
on 30 SVR user interviews, respondents highlighted the prevalence
of young users, particularly on platforms like RecRoom and VR-
Chat [48]. They observed children frequently facing harassment
and negative social interactions [48], with a noteworthy concern
being children encountering social interactions far beyond their
maturity level while the current safety features were ine�ective
[36, 48]. Moreover, the impact of harm in SVR may be ampli�ed
for children than adults. Using a head-mounted device, children
aged 6�18 felt greater levels of presence and perceived �realness� in
VR compared to adults aged 19�65 [66]. If children perceive VR as
more authentic, they could be more susceptible to its impact, poten-
tially amplifying the e�ects of negative experiences. Another study
showed that children displayed increased social responsiveness to
VR characters, compared to characters on 2D television [25].

In SVR, group harassment emerges as a blend of networked
harassment [53], group aggression [59] and mobbing [47], com-
bining the embodied, real-time physical-world interactions with
the anonymity and virtual environments characteristic of social
media [26, 37, 44, 45, 52, 58]. In prior work, an SVR user shared their
experience where �a huge group of strangers surrounded him and
shouted swears and slurs when he �rst entered the space, making
him feel quite threatened and unsafe� [37]. Another SVR user men-
tioned �More times than not, there would be one guy or a group
of guys engaging in harassing behavior because that's how they
enjoy their weekend.� [45]. The realistic and engaging nature of VR,
combined with the potential for group harassment, can amplify the
emotional and psychological impact on children. For instance, the
phenomenon of �ash mobs in VRChat demonstrates how collective
actions, like noise bombardment or physically boxing in users, can
cause greater disruptions to experiences than individual instances
of harassment [44]. However, research has overlooked the concept
of �group� in the context of harassment in SVR, potentially limiting
the e�ectiveness of interventions.

2.2 Existing Manual Safety Features in SVR and
Challenges

The main child-safety SVR measure is age limits of 13+ for most
VR headsets and SVR platforms [14, 16, 18, 22], recently lowered to
10 years old [12]. However, most SVR platforms do not have age-
veri�cation systems allowing users to easily fake their ages. This,
combined with children's enthusiasm towards new technologies,
and parents' lack of awareness, can lead to a gap of knowledge and
di�culties for parents to safeguard their child [39]. SVR platforms
have incorporated existing safety social media tools like blocking
and reporting a user [11, 16, 19], and developed new safety features,
�tting into categories of boundary settings(e.g., personal space
bubbles, shield levels), andquick reactions(e.g., reporting, �stop
hand� gesture) [76], to protect their users from physical and envi-
ronmental harassment [11, 16, 19, 76]. Nonetheless, little is known
about their e�ectiveness and actual usage. Along with existing

mitigation tools, there are human moderators to address incidents
real-time in SVR [26, 37]. However, only 24% of incidents observed
in a study in SVR were addressed by human moderators [63], high-
lighting the lack of scalability for human moderators in a growing
VR ecosystem.

2.3 Group Size as a Factor in Evaluating Online
Safety Tools with Children

While each person's harassment actions may seem minor, the cu-
mulative e�ect can be overwhelming, as the victim is subjected
to a greater volume of negative comments [46]. A study by Kim
et al. [46] has shown that the extent of the scale exceeding what
an individual can e�ectively manage, can be overwhelming and
create a sense of helplessness. Networked harassment becomes
much harder to intervene with most common safety tools available
[46]. One of their study's �ndings showed that providing scalable
response measures such as mass-response features was e�ective
in reducing anxiety and the feeling of helplessness in networked
harassment [46].

2.4 Intervention Perspective as a Means of
Diminishing Impact of Harassment for
Children

VR's a�ordances, such as immersion and embodiment, amplify the
emotional and physical toll of harassment. For example, �phantom
touch�, the phenomenon of feeling touch despite not receiving
cutaneous stimulation (touched on the skin) [30], increases the
impact of harassment, making the experience feel more real [30].

Safety tools that focus on increasing distance, such as �StayAway�
[74], are particularly e�ective as they reduce the auditory and
physical impact of abuse, provide victims with a clearer overview
of the harassers' actions, and remove them from the immediate
source of harassment. Among other tools evaluated, �StayAway�
was the preferred response strategy in SVR due to its high e�ciency,
lack of restrictions, and freedom of operation, which allows users to
leave the room at any time [74]. While the study has explored tools
through surveys and interviews and highlighted the importance
of distance as a factor, there has been no investigation into the
role of elevation perspective, particularly with children and under
controlled experimental conditions.

The psychological bene�ts of such tools align with the�Con-
strual Level Theory�, which demonstrates that increased physical
and psychological distance diminishes the emotional intensity of
distressing experiences [71, 72].

Furthermore, non-confrontational distancing strategies are pre-
ferred by users because they allow victims to extricate themselves
quickly and e�ectively without compromising their identity or in-
terests [74]. A study in social media also showed that participants
valued safety features that allowed them to distance themselves
from the networked harassment or cyberbullying, both practically
and emotionally [46].
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2.5 Automated Moderation in SVR to Safeguard
Children and Child Participation

In SVR, safety tools like blocking, personal space bubbles, muting,
and reporting [11], aim to protect users from disruptive individuals
[19], but are not always adequate for children. They place respon-
sibility on children, who might lack the necessary understanding
or familiarity with the technology [27, 38, 40, 43]. Automated Em-
bodied Moderators (AEMs) designed with VR's unique a�ordances,
show promise for child safety in one-to-one harassment [35]. A
recent study with parents, children and child safety and child on-
line safety experts, investigated AEMs' potential in terms of the
interventions and the embodiment features [34]. While partici-
pants highlighted AEMs' bene�ts, including immediate actions,
fairness, presence and victim support, experts and parents noted
that complete automation could lead to unintended consequences,
inaccurate harassment detection and reduced child independence
in tackling incidents [34]. Moreover, children, may need to be more
proactive in a bullying situation to feel empowered [34]. Prior work
highlights the importance of building resilience, as it helps shield
children from distress during school bullying situations [42].

With the evolving rights to privacy and freedom of expression
for children, complete automation moderation poses challenges
[3, 23]. However, children may still require guidance. Roger Hart's
ladder model of child participation, o�ers frameworks to assess
and improve child engagement [61]. Proposed rungs include: 1)
Child-initiated, shared decisions with adults, 2) Child-initiated and
directed, 3) Adult-initiated, shared-decisions with children, 4) Chil-
dren are not involved in the decision or action [61]. These directly
informed the conditions for our second study.

2.6 Summary of Gaps & Research Questions
Research �estions.Based on these gaps, through our studies, we
address the following research questions:

RQ1 How do children perceive the usability, e�ectiveness, and
enjoyment of the three blocking techniques�[SelectBlock], [Mass-
Block], and[PointBlock]�during simulated SVR group harassment?

RQ2 How does the harasser group size a�ect children's per-
ceptions of usability, e�ectiveness, and enjoyment of the blocking
techniques?

RQ3 How do the child's intervention perspectives (IP) relative
to the group of harassers in�uence those measures?

RQ4 How does the intervention automation level a�ect emo-
tional perceptions, safety, agency and perceived e�ectiveness dur-
ing simulated SVR group harassment?

To investigate child perceptions of manual, semi-automated and
automated interventions against group harassment in SVR, we
conducted two user studies with children in simulated group ha-
rassment scenarios. We outline methods employed and results of
each study separately. The �rst study was conducted in April-May
2024 with40 children and the second in July-August 2024 with34
children .

Study Gaps Section
of RW

RQ Aim of Study

Study 1
1) E�ective solu-
tions to mitigate
group harass-
ment in SVR
are lacking, and
there is a notice-
able absence of
empirical investi-
gations involving
children to safely
examine the
use of existing
tools in group
harassment.

2.1 & 2.2 RQ1 (Study 1) aims to
investigate children's
perceptions, sense of
agency, and safety
when using blocking
(a common safety
feature among most
SVR platforms
[16, 17, 19, 22] and
one of the most
commonly used
responding strategies
in SVR [74]). 1) By
introducing new
blocking tools(RQ1),
2) exploring their
e�ectiveness across
small and large
groups of o�enders
(RQ2), and 3)
examining di�erent
intervention
perspectives(RQ3),
we aim to gain new
insights into the
under-researched
area of designing
child-focused safety
interventions in SVR
group harassment.

2) Research
has overlooked
group sizes in
the context of
harassment in
SVR, potentially
limiting the
e�ectiveness of
interventions.

2.3 RQ2

3) There has been
no investigation
into the role of
elevation perspec-
tive, particularly
with children in
SVR.

2.4 RQ3

Study 2 Automated mod-
eration holds
promise, but
children need to
be empowered
and proactive
in harassment
situations.

2.5 RQ4 (Study 2) builds on
the gap by exploring
the initiation and
decision-making
processes behind
blocking actions in
group harassment sce-
narios. By addressing
the role of initiation
and decision-making
(RQ4), the study aims
to provide valuable in-
sights for developing
e�ective and child-
centred intervention
strategies.

Table 1: Summary of studies, research gaps, subsections of
the related work, research questions, and aims.

3 METHODS: STUDY 1 - CHILDREN'S
PERCEPTIONS OF BLOCKING STRATEGIES
FOR GROUP HARASSMENT IN SVR

3.1 Experimental Design
This study focused on the child perceptions and preferences among
1) three blocking strategies, 2) two intervention perspectives (IP),
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and 3) two group sizes of harassers.The protocol was approved
by our ethics committee (Approval number: 300240054).

Variables.Three Blocking Tools The �rst tool [SelectBlock]
allows to block one individual at a time from a list of surrounding
users. Blocking one individual at a time is standard in most SVR
platforms [11, 16, 17, 19] and was thus regarded as a baseline. We
developed two additional blocking tools in group harassment situ-
ations:[MassBlock], allows users to block everyone around them
and then unblock speci�c individuals from a list (inspired by the
�Mute All� from RecRoom [11] and �Pause� from Meta Horizon
Worlds [13], aimed at taking a moment away from other people);
[PointBlock], enables selective blocking by pointing and �shooting�
at avatars using a Magic Wand (inspired by the �Pointing feature�
from RecRoom [11]), leveraging the predominant point-and-select
raycast interaction technique commonly used in VR applications.

Two Group Sizes The small group had three harassers, each
simulating one of the three SVR harassment types (verbal, envi-
ronmental and physical [26]). The large group had nine harassers,
and was a scaled-up version of the small group, tripling its size. As
supported by research on networked harassment (subsection 2.3),
safety tools designed for single o�enders (e.g., one-user-at-a-time
blocking) may fail to scale e�ectively for larger groups. Choosing
groups of three and nine harassers creates a progression that allows
investigating the impact of increasing group size. Moreover, while
a small group of three allows for the representation of all three
types of harassment, the larger group was tripled in size to �t the
maximum capacity of the VR classroom. This ensures no harassers
are positioned behind the user, maintaining them as third-party
viewers. Placing avatars behind the user would turn them into �rst-
party viewers. It allows us to examine how di�erent intervention
designs are perceived by children under varying pressures, ensuring
that tools are e�ective in di�erent situations.

Two Intervention Perspectives Given factors described in
subsection 2.4, the IP was chosen as an independent variable to
evaluate how di�erent intervention strategies contribute to mitigat-
ing the harmful e�ects of group harassment, particularly in settings
where children are vulnerable to ampli�ed discomfort due to group
harassment. We compared an elevated IP (above the group) with
one at the ground level (Figure 4) to understand how visual per-
spectives may in�uence the child's perceptions of the harassment
scenario. An elevated perspective may decrease negative emotional
valence and arousal, as well as increase the sense of safety. The
above IP was developed to keep the user at the same distance from
the child than when on the ground level.

Study Design. ToolsandGroup Sizewere treated as within-participant
variables with a 3 (Tools) x 2 (Group Size) design. In contrast,IP
was evaluated for only one tool,[SelectBlock], based on insights
from our pilot tests (Appendix subsection A.1), using a 1 (Tool) x 2
(Group Size) x 2 (IP) design.

The conditions were as follow:

(C1) Tool: [SelectBlock], IP:Ground
(C2) Tool: [MassBlock], IP:Ground
(C3) Tool: [PointBlock], IP:Ground
(C4) Tool: [SelectBlock], IP:Above

The two group sizes were counter-balanced, either starting with
the small group (N=20) or the large group (N=20), and the three
tools were counter-balanced using Latin-Square for the �rst three
conditions (see subsection A.1).

3.2 SVR Scenarios and Tools Implementation
The simulated SVR scenarios used to conduct the experiment were
developed usingUnity [70] (Figure 2) (Video in Supplementary
Material). The virtual scene was a house from an existing asset
[5] and had eight avatars in the background fromUbiqLibrary [8],
animated and talking to each other using a background audio of
small crowd talking [32], mimicking a social virtual environment.
We aimed to reproduce each of the three types of harassment for
each of the three harassers in the small group (replicated times three
times in the large group) in SVR [26]: verbal(o�ender saying 'loser'
and mocking),physical(throwing virtual objects and surrounding
the victim) andenvironmental(displaying a picture of the victim
with added drawings as a form of mockery). Finally, we developed
the blocking tools, accessible through a virtual watch, similar to
the one RecRoom [11] (see Figure 3).

(a) (b)

Figure 2: (a) Three harassers (small group), one throwing ob-
jects at the victim, another showing a drawing of the child,
and the last saying �Loser�, with mocking laughs, (b) Nine
harassers (large group) replicating the three types of harass-
ment.

3.3 Procedure
Children, either individually or in pairs and accompanied by an
adult (like a parent or teacher), participated in the activity in an
empty room, with the adult waiting behind a screen. The children
signed a consent form at arrival.

Before entering the VR scenarios, children were shown slides
introducing SVR, bullying, and the concept of blocking (Supplemen-
tary Material). We explained the three blocking tools. Using a Meta
Quest 2, they practised using the three tools in a simulated SVR
environment where no harassment took place and static avatars
kept reappearing to be blocked. Once comfortable with all three
tools, children were informed they would observe a child being
bullied by both small and large groups of harassers. To avoid di-
rect involvement, they were asked to imagine themselves in the
victim's position and re�ect on their feelings, reactions, and tools'
e�ectiveness. This allowed them to act as third-party observers of
the bullying, rather than experiencing the situation �rst-hand, but
also be �rst-person users of the tools.
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