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Figure 1: We investigate how graphical filters impact the usability and security of text passwords on mobile devices compared
to displaying them in plain text or asterisks. It is difficult to mentally reverse distortions, hence it is challenging for observers
to know what the text passwords above are. At the same time, if a user knows that the leftmost word is Color-Halftone, they
can easily map the word’s letters to the distortions. This improves error correction, while maintaining observation resistance.

ABSTRACT
Entering text passwords on mobile devices is a significant challenge.
Current systems either display passwords in plain text: making
them visible to bystanders, or replace characters with asterisks
shortly after they are typed: making editing them harder. This work
presents a novel approach to mask text passwords by distorting
them using graphical filters. Distorted passwords are difficult to
observe by attackers because they cannot mentally reverse the
distortions. Yet passwords remain readable by their owners because
humans can recognize visually distorted versions of content they
saw before. We present results of an online questionnaire and a user
study where we compared Color-halftone, Crystallize, Blurring,
and Mosaic filters to Plain text and Asterisks when 1) entering,
2) editing, and 3) shoulder surfing one-word passwords, random
character passwords, and passphrases. Rigorous analysis shows that
Color-halftone and Crystallize filters significantly improve editing
speed, editing accuracy and observation resistance compared to
current approaches.

CCS CONCEPTS
• Security and privacy → Authentication; • Human-centered
computing → Human computer interaction.
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INTRODUCTION

Despite the significant advancements in authentication on smartphones and tablets, text passwords continue to be one of the most
widely used schemes on handheld mobile devices. They are often used when accessing services such as emails, online banking,
e-shopping, and more [21].
Entering text passwords on mobile devices is not only error
prone and time consuming [13, 21, 23], but also subject to shoulder
surfing [4, 27]. Melicher et al. reported that users take 20% longer to
enter passwords on mobile devices, and made twice as many errors
[21]. We are not aware of any statistics on how often users edit
passwords. Likely because current methods do not allow noticing
typos, which makes correcting typos harder than reentering the
password. Schaub et al. [23] collected information on edits during
password entry, but they aggregated it with incorrect entries to
estimate the error rate without reporting how often edits occur
As for security, a field study by Eiband et al. documented cases of
shoulder surfing text passwords when logging into online shopping
websites where biometric authentication is still widely unsupported
[4]. This underlines the need for improving both the usability and
security of password entry on handheld mobile devices.
Android and iOS either use asterisks to mask the characters of the
password shortly after the user enters them, or keep them clearly
visible in plain text during the entire interaction. While asterisks
reduce the shoulder surfing risk, they make it more challenging for
users to notice and correct typos, which are common on mobile
devices [13, 21]. On the other hand, showing the passwords in plain

