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ABSTRACT

Randomizing the layout of the keypad has been proposed to improve
the security of PIN entry. However, there has been no empirical
quantification of its impact on usability and security. We present the
first usability (N=17) and security (N=24) evaluations to compare
PIN entry with the standard vs randomized layout. Our results
show that randomizing the layout increases resistance to shoulder
surfing and thermal attacks significantly, and has a very minor
impact on entry accuracy, but it increases entry time (from ~1.4
seconds to ~2 seconds). We discuss how this simple approach can
improve security with little impact on usability.

CCS CONCEPTS

« Human-centered computing — Interaction techniques; «
Security and privacy — Authentication.
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1 INTRODUCTION

Despite the increased adoption of biometric authentication, authen-
tication schemes that rely on the knowledge factor, such as PINs,
are still indispensable on smartphones. This is because they are
often required as fallback schemes for biometric authentication, or
because in some cases users prefer to use them to avoid sharing
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biometric data with third parties [21]. Driven by the need to im-
prove the security of PINs, a simple approach is to randomize the
layout of the keypad to make PINs more secure against common
side channel attacks, such as shoulder surfing [9, 11] and thermal
attacks [1-3, 5, 8].

Even though randomizing the layout is a simple approach, there
is surprisingly no work that quantifies its impact on usability and
security. In this paper, we present results of a usability study (N=17)
and a security study (N=24) where we evaluated the use of scram-
bled and standard PIN layouts in terms of entry time, error rates,
resistance to shoulder surfing attacks and resistance to thermal at-
tacks in two different attack difficulties for each threat. Our results
show that entry time is slower on scrambled layouts (~ 2 seconds
vs ~1.4 seconds), but error rates are largely the same. We also found
that while shoulder surfing from 34-inch and 68-inch distances suc-
ceeds 95.83% to 100% of the time when using the standard layout,
success rates are significantly lower when using the scrambled lay-
out (12.5% to 33.33%). Similarly, while visually inspecting thermal
images taken two seconds and five seconds after authentication
reveals 37.5% of PINs, they never succeed against scrambled PINs
as the attacker would not know where the digits were assigned. We
conclude by discussing the impact of layout randomization on the
usability and security of authentication.

2 RELATED WORK

Research presented in this work draws from prior work on human-
centered authentication, including novel knowledge-based authen-
tication schemes and threat modeling.

2.1 Usable and Secure PIN Authentication
Schemes

There is a large body of work aiming at protecting user authen-
tication on everyday devices such as smartphones, virtual and
augmented reality (VR/AR) headsets, and public displays. Von
Zezschwitz et al. [23] presented a gesture-based authentication
system where users perform simple touch gestures to provide PIN
input. Their proposed system, SwiPIN, allows for fast authentica-
tions (3.7 s) and exhibits low error-rates (3%) and high shoulder
surfing resistance. Mathis et al. [17] investigated the combination
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of AR glasses and keypad scrambling for secure and usable authen-
tication on public displays. They found that scrambling the keypad
layout significantly increases authentication times (5.29 s vs. 3.70 s
for traditional 4-digit PIN input), but that there is no evidence of a
significant impact on the number of PIN corrections and PIN entry
errors [17]. Roth et al. [22] proposed an authentication scheme for
public displays where the keypad’s digits are randomly colored
black or white. In their work, users were required to repetitively
click one of the two colored buttons to enter their PIN. Other work
by Khamis et al. [14] further showed how randomization (e.g., ran-
domized visual cues) contribute towards highly secure and usable
authentication on public displays. However, despite the promising
results of prior works, Abdrabou et al. [4] argued that randomiz-
ing PIN layouts does not provide an acceptable usability-security
trade-off. Their investigation of a gaze-based authentication system
revealed limited improved observation resistance when scrambling
the PIN layout, questioning the added security gained from scram-
bled PIN layouts w.r.t usability [4].

All in all, there is a large body of research on usable and secure
authentication methods. While individual works commented on the
impact of scrambling PIN/image layouts on usability and security
(e.g., [4, 10, 17]), there is no formal evaluation of the impact of
layout scrambling on the usability and security of traditional PINs
when considering multiple different attacks (e.g., shoulder surfing
attacks and thermal attacks). Section 2.2 will review and discuss
different threats and threat modeling in more detail.

2.2 Threat modeling in Usable Security

Authentication schemes are commonly designed to protect users
against one (or more) threat vectors. Threat modeling is often de-
fined as the formal process of identifying, documenting, and miti-
gating security threats to a system [20]. Human-centered threats
involve social engineering attacks [15], shoulder surfing attacks
[9, 11], thermal attacks [1, 2, 5], smudge attacks [7, 24], just to name
a few. Designing authentication schemes against multiple threats
is challenging, mainly because protecting users against all security
and privacy threats is close to impossible [18]. One of the most
common threat models in the broader HCI field is shoulder surfing
[11], where bystanders observe a user during their authentication.
In contrast works that protect against observation attacks, Aviv et
al. [7] and Abdelrahman et al. [1] respectively investigated how
smudge attacks (i.e., oily residues) and thermal attacks (i.e., heat
traces on a screen) impact the security of traditional user authenti-
cation on mobile devices. Abdelrahman et al. [1] found that thermal
attacks are viable on mobile devices, with their ThermalAnalyzer
prototype uncovering 72%— 100% of PINs in the first 30 seconds, and
100% of non-overlapping patterns. Aviv et al’s smudge attacks re-
sulted in extremely encouraging results: smudge attacks on mobile
devices reduce the likely pattern space to two and there is no effect
of smudge distortion caused by incidental contact with or wiping
on clothing, making smudge attacks a crucial threat to Android
password patterns [7]. Patterns were partially identifiable in 92%
and fully identifiable in 68% of the tested settings [7].

In summary, threat modeling plays an important role in human-
centered security. Novel technologies create new threats — “for ex-
ample, attack models based on ubiquitously available high-resolution
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cameras or thermal imaging” [6], which need to be addressed when
designing and implementing novel systems.

2.3 Summary Related Work

There are individual works that commented on the impact of ran-
domized layouts on usability and security [13, 17, 23]. Previous work
also carried out research on protection mechanisms against smudge
attacks (e.g., [16]) and thermal attacks (e.g., different material [19]).
However, there is a gap in research that studied scrambling PIN
layouts and their impact on usability and security when designing
against shoulder surfing attacks and more newfangled attacks such
as thermal attacks. Revisiting the discussions around scrambling
layouts and their impact on usability and security is important at
times where attacks are no longer limited to observations but to
more advanced techniques such as thermal imaging attacks [1]. As
such, this paper presents the first study that assesses the impact
of layout scrambling on the usability and security of PINs when
designing against shoulder surfing attacks and thermal attacks.

3 CONCEPT AND IMPLEMENTATION

As shown in Figure 1-top, our implementation of the Standard PIN
followed that of Android and iOS PIN keypads. For Scrambled PIN,
the order of the digits was randomly generated at the beginning of
the entry. The digits’ positions are randomly changed when the user
completes a successful or an unsuccessful authentication attempt.

4 USABILITY EVALUATION

The aim of the usability study was to evaluate the PIN scrambler’s
usability in terms of entry time and error rate. We followed a within-
subjects design with one variable: the layout, which had two condi-
tions: Standard vs Scrambled.

4.1 Participants and Procedure

We recruited 17 participants (8 males, 9 females; self-identified)
aged between 23 and 37 (M=29.9, SD=3.7) for our usability study.
The study was conducted remotely using an Android app that we
developed and distributed. We recruited participants via mailing
lists, social networks and word of mouth. Interested participants
were emailed an info sheet and a consent form, and instructions on
how to install the study app and take part in the study. Each partici-
pant had to enter 16 predefined PINs that were randomly generated
and provided to the via the app, each 8 using one of the two lay-
outs. Half of the participants started with the Standard layout while
the other half started with the Scrambled layout. The participants
concluded by answering questions about their demographics.

4.2 Usability Study Results

We analyzed the results by measuring the entry time and the input
accuracy.

4.2.1 Entry time. We measured entry time from the moment the
first digit is pressed until the moment the last one was entered.
The difference scores in entry time between the standard layout
and scrambled layouts were normally distributed, as assessed by
Shapiro-Wilk’s test (p = .992). A paired samples t-test showed that
the scrambled layout elicited a statistically significant increase in
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Figure 1: The figure illustrates the material shown to participants of the security study. In the shoulder surfing condition,
participants watched videos of the PIN entry recorded from a 34-inch and 68-inch distance from the phone (for easy and
hard attacks). In the thermal attacks condition, participants visually inspected thermal images taken of the interface taken
2-seconds and 5-seconds after PIN entry (for easy and hard attacks).

entry time compared to the standard layout M = 567.5 ms, 95% CI
[182.4,952.6], t(16) = 3.124, p < .01, d = 0.758. The overall mean time
for entering PINs was 1,467 ms (SD = 866.6 ms) on the standard
layout, and 2,034 ms (SD = 784.94 ms) on the scrambled layout.

This means entering PINs on a scrambled layout requires signif-
icantly more time compared to the standard one.

4.2.2  Accuracy. Participants performed very few errors in our ex-
periment. In total, there were 8 errors when using the standard
layout, and 9 errors when using the scrambled layout. We mea-
sured input accuracy using Levenshtein distance. The difference
scores in Levenshtein distances between the standard layout and
scrambled layouts were not normally distributed, as assessed by
Shapiro-Wilk’s test (p < 0.001). Thus, we ran a Wilcoxon signed-
rank test but we could not find any significant differences between
the Levenshtein distance when entering PINs on a standard layout
compared to a scrambled one Z = .905, p > 0.05. The overall mean
for Levenshtein distances was 0.09 for the standard layout and 0.1
for the scrambled layout.

This means that there is no evidence that either layout is more
error prone than the other.

5 SECURITY EVALUATION

In our security evaluation of the PIN Scrambler, we considered two
threat models:

e Threat model S (Shoulder surfing): In this threat model,
the attacker has an ideal view of the smartphone screen
during PIN entry. To ensure optimal attack conditions, the
attacker observes from over their victim’s left shoulder, while
the victim enters it with their right hand. To simulate this in

our study, our participants watched videos (one time each)
imitating the attack that are recorded at 34 inches away from
the smartphone, and at 68 inches from the smartphone for
the easy and hard conditions respectively (Fig. 1-top).

e Threat model T (Thermal attack): In this threat model,
the attacker records a thermal image of the smartphone
screen after PIN entry. To ensure optimal attack conditions,
the smartphone user does not interact with the device after
PIN entry as this would typically distort the heat traces. To
simulate this in our study, our participants visually inspected
thermal images taken 2 seconds and 5 seconds after PIN entry
for the easy and hard conditions respectively (Fig. 1-bottom).

In both threat models, a 4-digit PIN was taken to ensure compa-
rability to prior work [1], and the attacker can make a maximum
of three attempts to unlock the victim’s phone using the PIN they
retrieved, as normally phones lock users out after three incorrect
attempts. No PIN included any duplicate digits.

The study followed a between-subjects design with two indepen-
dent variables with two conditions each. The first one was the PIN
layout which was either a standard layout or scrambled. The second
variable is the attack difficulty. This was either easy or hard. In case
of shoulder surfing, an easy attack is one where the observation is
from a 34-inch distance from the screen. In case of thermal attack,
it was against a thermal image taken two seconds after PIN entry.
For the hard condition, we consider a 68-inch distance in case of
shoulder surfing, and 4 seconds after PIN entry for thermal attacks.

The participants were divided into four groups. All participants
in all groups performed a shoulder surfing and a thermal attack.
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‘ Mean entry time Total number of errors Mean Levenshtein distance

1467 ms
2034 ms

Standard Layout
Scrambled Layout

8 0.09
9 0.1

Table 1: Participants were significantly faster in entering PINs on standard layouts. But we found no evidence that either layout

is more error prone than the other.

Group 1 performed easy attacks against the standard layout (de-
noted as EasyStandard). Group 2 performed Hard attacks against
the standard layout (HardStandard). Groups 3 and four performed
easy and hard attacks respectively against a scrambled layout
(EasyScrambled and HardScrambled).

5.1 Participants and Procedure

We invited 24 participants (14 males, 10 females; self-identified)
aged between 19 and 35 (M=25.5, SD=4.1) to take part in our study.
The participants were first asked to sign a consent form. The study
complied with the ethics procedures of our institution. Then, the
participants were explained the study which included informing
them that they will have three attempts to guess each PIN, how the
attack will take place, and that none of the PINs contains duplicated
digits. Next, participants started with a trial run of each condition
that was not included in the analysis. This was done to familiar-
ize the participants with the task. Each participant then attacked
eight different 4-digit PINs. The first four were attacked through
shoulder surfing, while the other four through a thermal attack. No
participant attacked the same PIN twice to avoid biased results in
attacks that came later. Participants were then interviewed before
concluding the study.

5.2 Security Study Results

We analyzed our results by calculating the Levenshtein distance to
the correct PIN and the success rates for each threat model.

The average Levenshtein distance was calculated to understand
how close the participants’ guesses were to the correct PINs. To
calculate the success rates, we first counted the number of correct
guesses by summing up the cases where participants were able
to correctly identify the PINs. The maximum number of possible
guesses is 96 (24 participantsx2 layoutsx2 difficulties) for each
threat model. Second, we calculated the success rate by dividing
the number of correct guesses by the number of total guesses.

5.2.1 Threat Model S: Shoulder surfing.

Levenshtein distance. Overall, the mean Levenshtein distance
was low for the standard layout in the easy and hard attack settings
(0.04; 0.00, see also Table 2). For the scrambled layouts the distance
increased to 2.00 for the easy attack setting and 1.17 for the hard
one. When considering the Levenshtein distance between the shoul-
der surfing attacks and the original PINs, we found a statistically
significant interaction between the PIN layout and attack difficulty
(F(1, 92) = 5.381, p = .023, partial 5% = .055). Thus, we analyzed the
simple main effects. We found a statistically significant difference
in mean Levenshtein distances between attacks on standard layouts
and scrambled layouts. The mean Levenshtein distance for easy
attacks is 1.958 (95% CI, 1.48 to 2.44) higher when entered on scram-
bled than on standard layouts (F(1, 92) = 65.855, p < .001, partial
172 = .417). For hard attacks, it is 1.167 (95% CI, 0.69 to 1.75) higher

when entered on scrambled than on standard layouts (F(1, 92) =
23.373, p < .001, partial 5% = .203).

This means that shoulder surfing attacks against PINs entered
on the scrambled Layout are significantly farther away from the
original PIN than those entered on a standard Layout.

Success Rate. When considering successful shoulder surfing at-
tack rates, we could not find any statistically significant interaction
between PIN Layout and Attack difficulty (p > 0.05), so we com-
pared the main effects. We found a statistically significant main
effect of layout on successful attack (F(1, 92) = 139.29, p < .001, par-
tial 7% = .602), but we found no statistically significant main effect
of difficulty on successful attack (p > .05). Posthoc pairwise com-
parisons with Bonferroni corrected p-values to adjust for multiple
comparisons revealed statistically significant differences between
successful attack rates against scrambled (0.229, 95% CI, .14 to .32)
and standard (0.98, 95%, .9+ to 1.1) layouts (p < .001).

This means that shoulder surfing attacks against PINs entered on
the scrambled Layout are significantly less likely to be successful
than those against PINs entered on a standard layout.

5.2.2 Threat Model T: Thermal Attacks. Table 2 provides on overview
of the thermal attack results. Considering the standard layout, the
Levenshtein distance was 1.42 for easy attacks and 1.83 for hard
ones. Using the scrambled layout, the distance increased to roughly
2.9 for both attacks. We did not find any statistically significant
interaction between PIN layout and attack difficulty (p > 0.05), so
we compared the main effects. We found a statistically significant
main effect of layout on successful attack (F(1, 92) = 32.802, p <
.001, partial 52 = .263, but we found no statistically significant main
effect of difficulty on Levenshtein distance (p > .05). Posthoc pair-
wise comparisons with Bonferroni corrected p-values to adjust for
multiple comparisons revealed statistically significant differences
between Levenshtein for scrambled (2.94, 95% CI, 2.62 to 3.26) and
standard (1.63, 95%, 1.3 to 1.95) layouts (p < .001).

This means that thermal attacks against PINs entered on the
scrambled layout are significantly farther away from the original
PIN than those entered on a standard layout.

When considering successful thermal attack rates, we did not
find any statistically significant interaction between PIN layout and
attack difficulty (p > 0.05), so we compared the main effects. We
found a statistically significant main effect of layout on successful
attack (F(1, 92) = 27.6, p < .001, partial 772 =.231), but we found
no statistically significant main effect of difficulty on successful
attack (p > .05). Posthoc pairwise comparisons with Bonferroni
corrected p-values to adjust for multiple comparisons revealed
statistically significant differences between successful attack rates
against scrambled (0, 95% CI, -.1 to .1) and standard (0.375, 95%, .275
to .475) layouts (p < .001).

This means that thermal attacks against PINs entered on the
scrambled layout are significantly less likely to be successful than
those against PINs entered on a standard layout.
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Shoulder Surfing Attack Thermal Attack
Levenshtein Distance  Success Rate ‘ Levenshtein Distance  Success Rate
Standard Layout ~ Easy 0.04 95.83% 1.42 37.50%
Hard 0.00 100.00% 1.83 37.50%
Scrambled Layout Easy 2.00 12.50% 2.92 0.00%
Hard 1.17 33.33% 2.96 0.00%

Table 2: Participants were significantly more successful in attacking Easy and Hard PINs entered on the Standard Layout
compared to the Scrambled Layout. Guesses against PINs entered using a Scrambled Layout were significantly farther away

from the correct PIN.
6 DISCUSSION

In this section, we discuss the results of both studies showing that
PIN scrambling is a promising method to mitigate shoulder surfing
and thermal attacks while not impacting usability to severely.

6.1 Security versus Usability

Our security study shows that scrambled layouts impact thermal
and shoulder surfing attacks. The correct guess ratios for shoulder
surfing on standard layouts are in the bands of 60 and 80 percent,
while the ratios for scrambled keyboards decrease to 4 and 12 per-
cent. In addition, the difference can also be seen in the average
Levenshtein distances; attackers can understand pressed numbers
more than three times when regular keyboards are used rather than
scrambled ones.

As for the thermal attack, even though the participants were able
to identify the PINs better in the shoulder surfing phase, we can
still see that scrambled layouts improve security. No participant
was able to correctly guess the PINs in the scrambled layout in the
hard difficulty.

Our results show that scrambling PINs might be an effective
and viable solution at mitigating shoulder surfing and thermal at-
tacks. For the case of shoulder surfing, the PIN scrambler decreased
the chance of participants making a correct guess by 59%, when
compared against the regular method. This is a result of attackers
finding it harder to follow the order of the PIN along with the dig-
its themselves as they were not used to the foreign layout of the
keyboard.

For thermal attacks, our PIN scrambler was successful at pre-
venting all guesses except for one. This is due to the fact that for a
thermal image it is impossible to see the ordering of numbers which
is essential in making a correct guess. One participant managed to
successfully guess a PIN however it can be noted that this partici-
pant stated he was simply guessing, thus the result was based on
blind luck. Therefore, despite that outlier, the PIN scrambler was
successful at preventing all guesses and is a viable solution against
thermal attacks.

The usability study reveals that entry time is statistically signif-
icantly longer on scrambled layouts compared to standard ones:
1.467 seconds vs 2.034 seconds. We did not collect data on perceived
usability — this is important to investigate in future work.

Based on the two studies, we can conclude that PIN scrambling
is a promising solution to safeguard PIN credentials. It mitigates
shoulder surfing and thermal attacks and likely impacts further
attacks not investigated by us, such as smudge attacks. Finally, it is
easy to implement and distribute to users.

6.2 Limitations and Future Work

In our study, we investigated a small sample, hence our results
might not be representative and should be validated with a larger
more diverse sample. Since our experiment was done in the lab, the
attackers could not freely move around and use further strategies,
such as multiple shoulder surfers [12], to carry out the attack. Since
such strategies might have am impact on attack success, this should
be investigated by future work. Lastly, there are other attacks that
might be prevented by PIN scrambling, such as smudge attacks.
Future work should consider these attacks as well.

7 CONCLUSION

This paper presented two investigations of PIN scrambling consid-
ering security and usability. Based on our study results, we can
conclude that PIN scrambling is a promising safeguard mechanism
for improving the security of PINs, with little impact on usability.
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